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Docker Containers



Motivation



Why Containers?

Containers are a standard format

Easily portable across environment

Packages up software binaries and dependencies

Isolates software from each other

Ecosystem has developed around containers



What is a Container?

 

filesystem
processes
memory
network ports
devices



Why should devs care?

A fast, clean, safe, hygienic and portable runtime
No missing dependencies, packages and other pain points
Own isolated container, various versions of libraries
Automate testing, integration, packaging
Reduce concerns about compatibility on platforms
Easy service deployment



Why should ops care?

Make lifecycle more efficient, consistent and repeatable
Increase the quality of code produced by devs
Eliminate inconsistencies between dev, test, prod and
customer environments
Support segregation of duties
Significantly improve the speed and reliability of CI/CD
Lightweight, address significant performance issues,
deployment costs



Docker Platform



Solutions

 (free/commercial)Docker Engine
Docker Compose

Docker Machine
Docker Swarm

 (service, depends on providers)
vs.  with  &  (enterprise)

Docker Cloud
Docker Datacenter DTR UCP

 (service, public/private)
vs.  (free, CLI only)

vs. (enterprise)
 (beta, commercial)

Docker Hub
Docker Registry

Docker Trusted Registry 
Docker Store

https://docs.docker.com/engine/understanding-docker/
https://docs.docker.com/compose/overview/
https://docs.docker.com/machine/overview/
https://docs.docker.com/swarm/overview/
https://docs.docker.com/docker-cloud/overview/
https://www.docker.com/products/docker-datacenter
https://docs.docker.com/docker-trusted-registry/
https://docs.docker.com/ucp/overview/
https://docs.docker.com/docker-hub/
https://docs.docker.com/registry/
https://docs.docker.com/docker-trusted-registry/
https://docs.docker.com/docker-hub/
https://docs.docker.com/docker-store/


Setup

A)  for  /  / 

 [via  see  ]
client

Docker Linux  Mac Windows

Docker Engine HyperKit Guide @justincormack
docker 
docker-compose

Details: 
Webinar: 

https://docs.docker.com
http://training.docker.com/self-paced-training

B)  for  /  

 (via  with boot2docker) 
client

 and Docker Quickstart Terminal
 

Docker Toolbox Mac Windows

Docker Engine VirtualBox
docker 
docker-compose
docker-machine
Kitematic GUI

https://www.docker.com/products/overview
https://docs.docker.com/engine/installation/linux/
https://docs.docker.com/docker-for-mac
https://docs.docker.com/docker-for-windows/
https://docs.docker.com/engine/
https://github.com/docker/HyperKit/
http://de.slideshare.net/Docker/docker-for-mac-and-windows-the-insiders-guide-by-justin-cormack
https://twitter.com/justincormack
https://docs.docker.com/engine/reference/commandline/
https://docs.docker.com/compose/overview/
https://docs.docker.com/
http://training.docker.com/self-paced-training
https://www.docker.com/products/docker-toolbox
https://docs.docker.com/toolbox/toolbox_install_mac/
https://docs.docker.com/toolbox/toolbox_install_windows/
https://docs.docker.com/engine/
https://www.virtualbox.org/
https://docs.docker.com/engine/reference/commandline/
https://docs.docker.com/compose/overview/
https://docs.docker.com/machine/overview/
https://docs.docker.com/kitematic/userguide/


  Docker Machine



A tool to provision Docker Hosts

Docker Machine

docker-machine Docker Hosts
on remote/local systems

"Each Machine (managed host) is the combination of a
Docker Host and a configured docker-machine client!"

https://docs.docker.com/machine/overview/


Create = install the Docker Engine on a virtual host.

A tool to provision Docker Hosts

Docker Machine

https://docs.docker.com/machine/overview/


Reference



Commands

https://docs.docker.com/machine/reference/


docker-machine ls

#  = list availible machinesls

#  = prints "export env variables". run them to connect.env

 Clientdocker-machine
Provision a local VM as Docker Host

#  a machine named "default" as local  VMcreate VirtualBox
docker-machine create [--driver virtualbox default]
docker-machine create --driver virtualbox xpdays

docker-machine env default
> export DOCKER_TLS_VERIFY="1"
> export DOCKER_HOST="tcp://172.16.62.130:2376"
> export DOCKER_CERT_PATH="/Users/<you>/.docker/machine/machines/default"
> export DOCKER_MACHINE_NAME="default"
eval "$(docker-machine env default)"

docker-machine ip default
docker-machine stop default
docker-machine start default

# get  address /  /  the "default" machineip stop start

https://docs.docker.com/machine/reference/ls/
https://docs.docker.com/machine/reference/env/
https://docs.docker.com/machine/overview/
https://docs.docker.com/machine/get-started/
https://docs.docker.com/machine/reference/create/
https://www.virtualbox.org/
https://docs.docker.com/machine/reference/ip/
https://docs.docker.com/machine/reference/stop/
https://docs.docker.com/machine/reference/start/


Docker Hub



Docker Hub

http://hub.docker.com/
https://hub.docker.com/explore/


Base Images

Busybox
Alpine
Debian
Ubuntu

Environment Images

PHP
Ruby
Open JDK
Python
Node

Tool Images

Magento
LimeSurvey
Tomcat
JBoss WildFly
PHP Mentors Symfony

More Images

github.com/docker-library
All Official Images

Docker Hub

https://hub.docker.com/_/busybox
https://hub.docker.com/_/alpine
https://hub.docker.com/_/debian
https://hub.docker.com/_/ubuntu/
https://hub.docker.com/_/php
https://hub.docker.com/_/ruby
https://hub.docker.com/_/openjdk/
https://hub.docker.com/_/python
https://hub.docker.com/_/node/
https://hub.docker.com/r/goellnerit/magento-docker
https://hub.docker.com/r/crramirez/limesurvey
https://hub.docker.com/_/tomcat
https://hub.docker.com/r/jboss/wildfly
https://hub.docker.com/r/phpmentors/symfony-app
https://github.com/docker-library
https://github.com/docker-library/official-images/tree/master/library
http://hub.docker.com/


Docker Engine



A Client-Server Application

Docker Engine

A Docker Daemon runs on a Docker Host and
manages Docker objects (images, containers etc.).

https://docs.docker.com/engine/


docker run -it --name my-first-container alpine:3.4 \
    /bin/echo "Hello World"

Clientdocker 

docker
docker --help
docker COMMAND --help

# help

# "Hello World"  in a  containerrun Alpine

#  and version info
docker version
docker info
docker inspect my-first-container

https://docs.docker.com/engine/understanding-docker/#the-docker-client
https://docs.docker.com/engine/reference/commandline/cli/
https://docs.docker.com/engine/reference/run/
https://hub.docker.com/_/alpine/
https://docs.docker.com/engine/reference/commandline/version/
https://docs.docker.com/engine/reference/commandline/info/


Reference



Commands

https://docs.docker.com/engine/reference/commandline/


Hub Commands

https://docs.docker.com/engine/reference/commandline/


Hub Commands

docker search $IMAGE_NAME
docker search --filter stars=3 busybox
docker search --filter is-automated busybox
docker search --filter is-offical busybox
docker search --filter "is-offical=true" --filter "stars=3" --no-trunc busybox

#  or  an imagepull push
docker pull $IMAGE_NAME[:$TAG]
docker pull $IMAGE_NAME:$@DIGEST
docker push $IMAGE_NAME:$TAG
docker push $REPO/$IMAGE_NAME:$TAG
docker push $REGISTRY:$PORT/REPO/$IMAGE_NAME:$TAG

docker login [$REGISTRY_HOSTNAME]
docker login -u $USERNAME -p $PASSWORD -e $EMAIL
docker logout [$REGISTRY_HOSTNAME]

#  for imagessearch

#  and  to Docker Hub or other Registrylogin logout

# credentials store

https://docs.docker.com/engine/reference/commandline/
https://docs.docker.com/engine/reference/commandline/pull/
https://docs.docker.com/engine/reference/commandline/push/
https://docs.docker.com/engine/reference/commandline/search
https://docs.docker.com/engine/reference/commandline/login/
https://docs.docker.com/engine/reference/commandline/logout/
https://docs.docker.com/engine/reference/commandline/login/#credentials-store


Image Commands

https://docs.docker.com/engine/reference/commandline/


docker images
docker images --no-trunc
docker images --digests
docker images --filter "dangling=true"
docker images --filter "before=image1"
docker images --filter "since=image3"
docker images --format "table {{.ID}}\t{{.Repository}}\t{{.Tag}}"

#  an image from a Dockerfilebuild
docker build -t $IMAGE_NAME:$TAG $DIR
docker build -t $IMAGE_NAME:$TAG -f $DOCKERFILE
docker build -t $IMAGE_NAME:$TAG -t $IMAGE_NAME:$TAG .    

docker tag $ID          $REPO/$NAME:$TAG
docker tag $NAME        $REPO/$NAME:$TAG
docker tag $NAME:$TAG   $REPO/$NAME:$TAG
docker tag $ID          $REGISTRY_HOSTNAME:$PORT/$REPO/$NAME:$TAG

# list images

#  imagestag

#  = remove imagesrmi

Image Commands

docker rmi $ID
docker rmi $NAME:$TAG
docker rmi $(docker images -f "dangling=true" -q)

https://docs.docker.com/engine/reference/commandline/build/
https://docs.docker.com/engine/reference/commandline/images/
https://docs.docker.com/engine/reference/commandline/tag/
https://docs.docker.com/engine/reference/commandline/rmi/https://docs.docker.com/engine/reference/commandline/rmi/
https://docs.docker.com/engine/reference/commandline/


docker export CONTAINER > latest.tar
docker export --output="latest.tar" CONTAINER

#  of an imagehistory
docker history $IMAGE:$TAG

#  filesystem as tar (without VOL)export

Image Commands

#  filesystem from tar (without VOL)import
docker import http://example.com/exampleimage.tgz
docker import /path/to/exampleimage.tgz
cat exampleimage.tgz | docker import --message "New image imported from tarball" \
  - exampleimagelocal:new

docker commit $CONTAINER_ID $REPO/$IMAGE:$TAG
docker commit --change "ENV key=value" $ID $REPO/$IMAGE:$TAG
docker inspect -f "{{ .Config.Env }}" $ID    # to check
docker commit --change='CMD ["apachectl", "-DFOREGROUND"]' \
    -c "EXPOSE 80" $ID $REPO/$IMAGE:$TAG

#  = create a new image from container changescommit

#  /  an image as/from tarsave load
docker save busybox > busybox.tar
docker save --output ubuntu.tar ubuntu:lucid ubuntu:saucy
docker load < busybox.tar.gz
docker load --input ubuntu.tar

https://docs.docker.com/engine/reference/commandline/history/
https://docs.docker.com/engine/reference/commandline/export/
https://docs.docker.com/engine/reference/commandline/
https://docs.docker.com/engine/reference/commandline/import/
https://docs.docker.com/engine/reference/commandline/commit/
https://docs.docker.com/engine/reference/commandline/save/
https://docs.docker.com/engine/reference/commandline/load/


Container Commands

https://docs.docker.com/engine/reference/commandline/


Container Commands

docker run --rm \
    --env-file "$PATH_TO_ENV_FILE" \
    -e "key=value" \
    -p $HOST_HTTP_PORT:$DOCKER_HTTP_PORT \
    -p $HOST_TCP_PORT:$DOCKER_TCP_PORT \
    -v $HOST_DATA_DIR:$DOCKER_DATA_VOL \
    -v $HOST_CONFIG_DIR:$DOCKER_CONFIG_VOL \    
    --name $CONTAINER_NAME \
     $IMAGE_NAME:$TAG [$COMMAND]

#  a container (= pull/create/start)run

#  a container from an imagecreate
docker create --name $CONTAINTER_NAME $IMAGE_NAME:$TAG
// options are the same as at docker run

docker stop ${ID}
docker stop ${CONTAINTER_NAME}
docker start ${CONTAINTER_NAME}
docker start -a -i ${ID}

    -a attach STDOUT/STDERR
    -i attach STDIN

#  and  a containerstart stop

https://docs.docker.com/engine/reference/commandline/
https://docs.docker.com/engine/reference/commandline/run/
https://docs.docker.com/engine/reference/commandline/run/
https://docs.docker.com/engine/reference/commandline/start/
https://docs.docker.com/engine/reference/commandline/stop/


Container Commands

docker ps
docker ps -a
docker ps --filter status=paused
docker ps --filter "label=color=blue"
docker ps --filter "name=ubun"
docker ps --filter ancestor=ubuntu
docker ps --filter volume=/data --format "table {{.ID}}\t{{.Mounts}}"
docker ps --filter network=net1

#  = show containersps

docker top CONTAINER [ps OPTIONS]

#  = display processes in a containertop

docker kill CONTAINER [CONTAINER...]
docker kill -s SIGTERM CONTAINER

#  one or more containerskill

#  = remove containersrm
docker rm $ID
docker rm /$LINK
docker rm $(docker ps -a -q)
docker rm -v redis

https://docs.docker.com/engine/reference/commandline/
https://docs.docker.com/engine/reference/commandline/ps/
https://docs.docker.com/engine/reference/commandline/top/
https://docs.docker.com/engine/reference/commandline/kill/
https://docs.docker.com/engine/reference/commandline/rm/


Container Commands

docker logs CONTAINER
docker logs --follow CONTAINER
docker logs --tail 10 CONTAINER
docker logs --since 1h30m CONTAINER

#  of a running containerlogs

#  to a running container shell (PID 1)attach

#  = run a command in running containerexec
docker exec [OPTIONS] CONTAINER COMMAND [ARG...]
docker exec -it CONTAINER bash
docker exec -d CONTAINER touch /tmp/file

docker update --cpu-shares 512 -m 300M CONTAINER1 CONTAINER2

#  config of a running containerupdate

docker attach CONTAINER             # CTRL-c for SIGKILL or CTRL-p CTRL-q to leave
docker attach --no-stdin CONTAINER

docker port CONTAINER

# list  mappings of a running containerport

https://docs.docker.com/engine/reference/commandline/
https://docs.docker.com/engine/reference/commandline/logs/
https://docs.docker.com/engine/reference/commandline/attach/
https://docs.docker.com/engine/reference/commandline/exec/
https://docs.docker.com/engine/reference/commandline/update/
https://docs.docker.com/engine/reference/commandline/port/


All Commands

https://docs.docker.com/engine/reference/commandline/


https://slides.com/secure/decks/859998/print?print-pdf=true


Dockerfile



Instructions

Dockerfile

FROM <IMAGE_NAME>:<IMAGE_TAG>

MAINTAINER <NAME> <SURNAME> "name.surname@company.com"

LABEL <KEY>=<VALUE>

ARG <NAME>[=<DEFAULT VALUE>]

ENV <VAR>=<VALUE> \
    <VAR>=<VALUE>

RUN <SHELL_COMMAND> \
    <SHELL_COMMAND>

WORKDIR <PATH>

USER <NAME>

ADD ["<DIR>", "<FILE>", "<URL>", "<TAR>", "<CONTAINER_DEST_DIR>"]

COPY <HOST_DIR/FILE> <CONTAINER_DEST_DIR> // * ? file wildcards, relative/absolute dest path 

VOLUME ["<MOUNT_PATH_DIR>", "<MOUNT_PATH_DIR>"]

EXPOSE <PORT>

ONBUILD [INSTRUCTION]

ENTRYPOINT ["<PROGRAM>"]

CMD ["<PARAM1>", "<PARAM2>"]

https://docs.docker.com/engine/reference/builder/


Examples



spring-boot-docker

FROM java:8

VOLUME /tmp

ADD gs-spring-boot-docker-0.1.0.jar app.jar

RUN bash -c 'touch /app.jar'

ENTRYPOINT ["java","-Djava.security.egd=file:/dev/./urandom","-jar","/app.jar"]

https://spring.io/guides/gs/spring-boot-docker/


logstash-demo
FROM logstash:2.1.0

# Install packages

RUN apt-get update && apt-get install -y \
    curl build-essential \
    python-setuptools && \
    easy_install Jinja2 && \
    apt-get -y clean && \
    rm -rf /var/lib/apt/lists/*

ENV JINJA_SCRIPT="render_jinja_template.py"
COPY util/${JINJA_SCRIPT} /
RUN chown logstash:logstash /${JINJA_SCRIPT} && \
    chmod +x ${JINJA_SCRIPT}

# Configure Logstash

ENV LS_CONFIG_VOL="/usr/share/logstash/config" \
    LS_LOG_VOL="/usr/share/logstash/log"

RUN mkdir -p ${LS_CONFIG_VOL} ${LS_LOG_VOL}
COPY config/ ${LS_CONFIG_VOL}/
RUN chown -R logstash:logstash ${LS_CONFIG_VOL} ${LS_LOG_VOL}
VOLUME ["${LS_CONFIG_VOL}", "${LS_LOG_VOL}"]

RUN rm /docker-entrypoint.sh
COPY docker-entrypoint.sh /
RUN chown logstash:logstash /docker-entrypoint.sh && \
    chmod +x /docker-entrypoint.sh
ENTRYPOINT ["/docker-entrypoint.sh"]

CMD ["logstash", "agent"]

https://github.com/dataduke/logstash-demo


Best Practices



1. Containers should be ephemeral
2. Use a .dockerignore file
3. Use small base images
4. Use tags
5. Group common operations
6. Avoid installing unnecessary packages
7. Run only one process per container
8. Minimize the number of layers
9. Sort mult-line arguments and indent 4 spaces:

RUN apt-get update && apt-get install --yes \
    cvs \
    git \
    mercurial \
    subversion

Best Practices
Dockerfile: Guidelines

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices


Best Practices
Dockerfile: Guidelines

10. Build Cache

CACHING: Use whenever possible. Saves time.
DISABLE: docker build --no-cache=true -t NAME:TAG .
CHECKSUMS: For ADD and COPY the contents of the file(s) in the
image are examined and a checksum is calculated for each file.
During the cache lookup, the checksum is compared against the
checksum in the existing images. Cache is invalid if anything has
changed (besides file access dates)!
NO CACHE LOOKUP: All other commands are not evaluted on a file
level to determine a cache match/hit. Just the command string itself
is used to find a match when processing files updated in the
container, e.g. RUN apt-get -y update.

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices


Best Practices
Dockerfile: Instructions

1. FROM: use current official Repositories,
    e.g.  is tightly controlled and kept minimal: 150 mb.
 
2. RUN: split long or complex RUN statements on multiple lines separated
 
 
 
 
3. Avoid RUN apt-get upgrade or dist-upgrade
     as many of the “essential” packages from the base images
     won’t upgrade inside an unprivileged container.

Debian

RUN command-1 \
    command-2 \
    command-3

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/#the-dockerfile-instructions
https://hub.docker.com/_/debian


Best Practices
Dockerfile: Instructions

4. RUN apt-get update

CACHE BUSTING: Always combine RUN apt-get update && apt-get
install -y .... Using apt-get update alone in a RUN statement causes
caching issues and subsequent apt-get install instructions fail.

 
 
 
 

 

VERSION PINNING: forces the build to retrieve a particular version
regardless of what’s in the cache. new versions cause a cache bust
of apt-get update.

 

FROM ubuntu:14.04
RUN apt-get update
RUN apt-get install -y curl

FROM ubuntu:14.04
RUN apt-get update
RUN apt-get install -y curl ngnix

RUN apt-get update && apt-get install 
    package-foo=1.3.* \
    s3cmd=1.1.* \

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/#the-dockerfile-instructions


Best Practices
Dockerfile: Instructions

5. CMD

alway use this format:
 
 
 
 
 

do only rarely use CMD [“param”, “param”] in conjunction with
ENTRYPOINT unless you/your users are familiar with ENTRYPOINT

CMD ["executable", "param1", "param2"…]
CMD ["apache2","-DFOREGROUND"]
CMD ["perl", "-de0"]
CMD ["python"]
CMD ["php", "-a"]

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/#the-dockerfile-instructions


Best Practices
Dockerfile: Instructions

6. EXPOSE

use the common, traditional port for your application, e.g.
 
 
 

For container linking, Docker provides environment variables for the
path from the recipient container back to the source (ie,
MYSQL_PORT_3306_TCP)

EXPOSE 80 # Apache 
EXPOSE 27017 # MongoDB

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/#the-dockerfile-instructions


Best Practices
Dockerfile: Instructions

7. ENV

Update path to ensure commands work:
 
 

Provide needed env vars for services eg. Postgres PGDATA.
Use for version numbers and pathes (like constant vars):

ENV PATH /usr/local/nginx/bin:$PATH
CMD [“nginx”]

ENV PG_MAJOR 9.3
ENV PG_VERSION 9.3.4
RUN curl -SL http://example.com/postgres-$PG_VERSION.tar.xz \
    | tar -xJC /usr/src/postgress && …

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/#the-dockerfile-instructions


Best Practices
Dockerfile: Instructions

8. COPY

Prefer COPY more transparent than ADD
COPY only supports the basic copying of local files into the
container, while ADD has some features (like local-only tar
extraction and remote URL support) that are not immediately
obvious.
FEWER CACHE INVALIDATIONS: Reuse multiple COPY steps
individually. Ensures that each step’s build cache is only invalidated
(forcing the step to be re-run) if a file changes.

COPY requirements.txt /tmp/
RUN pip install --requirement /tmp/requirements.txt
COPY . /tmp/

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/#the-dockerfile-instructions


Best Practices
Dockerfile: Instructions

9. ADD

TAR AUTO-EXTRACTION: 
 

Because image size matters, using ADD to fetch packages from
remote URLs is strongly discouraged. You should use curl or wget!

# Bad
ADD http://example.com/big.tar.xz /usr/src/things/
RUN tar -xJf /usr/src/things/big.tar.xz -C /usr/src/things
RUN make -C /usr/src/things all 

# Good
RUN mkdir -p /usr/src/things \
    && curl -SL http://example.com/big.tar.xz \
    | tar -xJC /usr/src/things \
    && make -C /usr/src/things all

ADD rootfs.tar.xz /

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/#the-dockerfile-instructions


Best Practices
Own experienceDockerfile: 

1. Use fixed version for base image
2. Prefer offical base images
3. Use  for easy-stepdown from root
4. Define own entrypoint if needed
5. Write integration tests, e.g. with CircleCI
 
More Tips: [ ] [ ] [ ] [ ]

gosu

1 2 3 4

https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/#the-dockerfile-instructions
https://github.com/tianon/gosu
https://getcarina.com/docs/best-practices/docker-best-practices-dockerfile
http://jonathan.bergknoff.com/journal/building-good-docker-images
https://www.digitalocean.com/community/tutorials/docker-explained-using-dockerfiles-to-automate-building-of-images
http://www.carlboettiger.info/2014/08/29/docker-notes.html


Docker Compose



Example

Compose File

database:
 image: mongo

notifications:
 build: ./notifications-service
 environment:
  port: "80"

api:
 build: .
 volumes:
  - .:/usr/src/app
 ports:
  - "3000:80"
 links:
  - database
  - notifications
 environment:
  port: "80"
  mongoUri: "mongodb://database/app-dev"

https://docs.docker.com/engine/reference/builder/
https://docs.docker.com/compose/compose-file


Workshops



Global Mentor Week

https://training.docker.com/login.html

http://training.docker.com/category/docker-mentor-week
https://training.docker.com/login.html


Sources

@dataduke

@dastianoro



Sources
Docker

 
Examples

 
Workshops

https://docs.docker.com
https://docs.docker.com/engine/reference/commandline
https://docs.docker.com/engine/userguide/eng-
image/dockerfile_best-practices

https://github.com/dataduke/gs-spring-boot-docker
https://github.com/dataduke/logstash-demo

https://training.docker.com/self-paced-training
http://training.docker.com/category/docker-mentor-week

https://docs.docker.com/
https://docs.docker.com/engine/reference/commandline/
https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/
https://github.com/dataduke/gs-spring-boot-docker
https://github.com/dataduke/logstash-demo
https://training.docker.com/self-paced-training
http://training.docker.com/category/docker-mentor-week


Questions

@dataduke

@dastianoro


